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CATEGORIES OF INFORMATION - AT A GLANCE

These categories may be found in the EPA Information Resources Management
Policy Manual. See Chapter 8 at page 8 - 9.
All Information
Non-sensitive
Sensitive
— Highly Sensitive
t— National Security
. Critical to performance of primay Agency Mission

[ Certain Financial information
— Life Critical

— QOther Sensitive

— Privacy Act
— Enforcement Confidential
— Exempt from FOI Disclosure

'_LFIFRA Section 10(g)

Certain Budgetary data
Confidential Business Information

L_FIFRA
ll%—Sectlon 10(a)
t== Section 10(d)
== Trade Secrets

== Commercial or Financial Information

—  TSCA
— Other statutes

While all sensitive information generally requires protection from unauthorized
disclosure or loss, FIFRA creates particular rules that pertain to information that is

submitted to EPA by pesticide registrants and applicants. This Manual is devoted
primarily to such information.



SCOPE OF THIS MANUAL

Among many othethingsthe Federal Insecticidéungicide,and Rodenticide AdtFIFRA) -
requires that certaimformation be submitted by or obtained frahe pesticidendustry - and
provides for protection of this industry information from disclosure undgrin circumstances.
These provisions can be somewhat confusing: for example, all submitted health and safety data may
be released to some persons uradtain conditionsyet none of these data may be released (as
submitted) to the public generally. One objective of this manual is to reduce (hopefully eliminate)
this confusion. Thether objective is to provide guidance abbat this(and other)sensitive
information must be protected from unauthorized disclosure or loss.

This Manual is intended to be used by all Federal employees to whom FIFRA sensitive information
is made available. It is also intended to serve dmasas for guidance tgontractors and
subcontractors who are provided access to FIFRA information in connection with contract work they
are performing for EPA or other Federal Government organizations.

This Manual is intended to convey certain informatioet is necessary to proteagainst
INADVERTENT disclosure orelease of informationhat is accorded protection ByFRA.
Deliberate disclosure or release of FIFRA sensitive information is a clear violation of the law, and
is not preventable throughe merdssuance of a manual and training of staff. Anyone who may
be inclined toward such an act is advised to seriously contemplate the penalty provisions at section
10(f) of FIFRA.

Readers are advised to check with the Information Services Branch (ISB) in the Office of Pesticide
Programs (OPP) to resolve any uncertainties about the releasability of FIFRA information.

Relationship of this Manual tther EPAguidance. Th&PA INFORMATION SECURITY
MANUAL contains requirements and practitieat are standarthroughout the Environmental
Protection Agency. This FIFRA INFORMATION SECURITY MANUAL is referenced in the EPA
Manual and contains guidance that is specific to information that is provided to the Agency to meet
requirements contained in FIFR#nd the Federdfood, Drug,and Cosmetic Ac{FFDCA).

Persons who have access torimation that is sensitive under FIFRA are expected to maintain such
information according to stdards and requirements at least as strict as those contained in these two
Manuals.

HOW TO INITIATE A CHANGE IN THIS MANUAL

If you want to sugest a change to this Manual or if you have questions about the rationale behind
something in it, please call (703) 557-2613. Ask for the FIFRA Security Officer, the Chief of the
Document Management Section, or the Chief of the Information Services Branch.

To formally initiate achange to this Manual, send us a memorandum desctit@ngroposed
change. Include a copy of the current Manual page(s) marked with the proposed change or a draft
of the proposed change along witierence to the Manual page(s) being revised. The memorandum
should be sent to:



Chief, Information Services Branch, PMSD
Office of Pesticide Programs (TS-757C)
U.S. Environmental Protection Agency
401 M Street, S.W.

Washington, DC 20460

ISB will circulate theproposed change to OPP and EPA field/regional staff and other EPA offices
(as appropriate to the change being proposed). After comments are evaluated and if the proposed
change is accepted, thiral revision will be printed and distributed for replacement into the FIFRA

Information Security Manual.
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1. SUBJECT INDEX (Including Definitions That are Unique to FIFRA)

Access Authorization AgreementRequired to obtain and us@FRA sensitive information in
connection with official duties (p. 11, 15 and Exhibit 2) .

Accession NumberA number previously assigned to a physical volume of company-submitted data.
One or more studies (now identified by MRID number) rhaye been included invlume as
submitted by the company. MRID numbers are being used in lieu of accession numbers for studies
submitted after November 1986.

Active Ingredient (as used in a pesticide produdtisted on the produdabel. Not sensitive
information.

Analytical Method (onekind of submitted data): Contains sensitive information when inert
ingredient omanufacturing process quality control information is revealed. (See also Residue
Analytical Method).

Applicant: A person who has submitted information (often including sensitive information) to EPA
for the purpose obbtaining a pesticide registration wlated regulatory approval.(See also
Registrant.)

Authorized Person: A person who has received authorization for accedslRRA sensitive
information by the Division Director (or equivalent supervisor) or contractor's Project Manager.

Cancellation:Terminates registration of a product. Data submitted during the cancellation process
may contain trade secrets, and are treated as sensitive information.

Chain of CustodySee Document Tracking System.

Commercial or Financial InformationConsidered sensitive and, if confidential, must be protected
from disclosure under FIFRA section 10(b) (p. 8).

Confidential Business Infmation (CBI): General term for any information submitted under FIFRA
or FFDCA that must be protected because it may be a trade secret or (confidential) commercial or
financial information (p. 7).

Contractor (or Subcontractor)Any organizationand its employees performing wonknder a
contract/agreement witBPA, orwith another Federal agency that has bgvided access to
FIFRA sensitive information (p. 15, 20).

Data: (1) "raw" (un-processed) information, or: (2) information submitted/generated in connection
with requirements under FIFRA: See also "Health and Safety (or) Test Data."

Disclosure (used as a synonym for releagegsults in access to informatitmatwas formerly
protected (Section 3) .



Document Identifier:A unique number (such as an MRID number) that is assigned to a document
for identification purposes, usually used in document tracking systems.

Document Control Officer/Assistant (DCO/DCAA:person designated by the Division Director as
having special coordinaticendoversight responsibilitieseeded to properly protect, handle, and
route FIFRA sensitive information (Section 4, p. 18) .

Document Tracking Systends mandatory system/log maintained by the DCO/DCA that records and
tracks the life cycle o&ll documents (or other portable media) that conEdFRA sensitive
information. It must identify each document and must show the entire chain of custody, including
distribution, destruction, or return fite, of all sensitivedocuments andll copies made of the
documents (p. 24, para 6.).

Emergency ExemptionTemporary permission under FIFRA section 18 to employ an unregistered
pesticide/use in an emergency. Data submitted to support requests for exemptions are developed
by a State or Federal agency and do not normally contain CBI. Emergency Exemption requests may,
on occasion, contain company data, which would be treated as sensitive information.

Experimental Use Permiffemporary permission under FIFRA section 5 to employ an unregistered
pesticide/use in developing required test data for subsequent registration. Data submitted to request
experimental use permits are treated as sensitive information.

Federal Food, Drug, and Cosmetic Act (FFDCAS$tatute under which tolerances are established
for pesticide residues in raw agricultural commodities, processed foods, and animal feeds.

Federal Insecticide, Fungicidand Rodenticide Ac(FIFRA): Statutory basis fothe pesticide
program inEPA, which includes provisionsnder which certain information rotected and
released, and penatlties for unauthorized disclosure of protected information by Federal and contract
contractor employees.

FIFRA Access List:A (monthly updated) compilation of the names of employees (and contractor
employees) who have been authorized for access to FIFRA sensitive information (p. 12).

FIFRA Security Officer: An individual in the OPP Information Services Branch who is responsible
for the FIFRA security program within OPP (p. 19).

Health and Safety (or) Test Data term used in OPP to describe scientific data (submitted to OPP

as "studies") that are required to support product registration and related regulatory decisions under
FIFRA. These data are defined in FIFRA section 10(d)(1) and may contain information described
by FIFRA section 10(d)(1) (A), (B), or (C) (i.e. trade secrets). These studies are always treated as
sensitive informatiorbecause their disclosure is restricted ungiéiRA section 10(g) (p. 12,
paragraph 1).

Import Data: Information submitted by an importer when importing foreign-produced pesticides into



the United States. Required by FIFRA section 17 and sent directly to several EPA regional offices.
Treated as sensitive information. (p. 9, 3rd para)

Inert Ingredient (used in a pesticide produddeliberately added to serve a function other than the
intended active pesticidal function (e.g., solvent, adjuxatnt) . Considered trade secret under
FIFRA section 10(d) (1) (B) and (C) (p. 8, para 2, 3) .

Information (usually used as a synonym for datahe term "information” is used, but not uniformly
defined, in FIFRA (Sections 2 and 3).

Media: In the context oinformation, media is a generic term for the form upon which (or within
which) the information appears (e.g., paper, flm, magnetic, electronic, etc.).

Master Record Identification (MRIDINumber: A unique identification number given to each
document (including submitted studies) in the Pesticide Document Management System (PDMS) that
is operated by thénformation Service8ranch. TheVIRID number may be used in document
tracking systems as the document identifier.

Multinational Pesticide ProducerA special category of persons wdhom access to certain
registrant-submitted information is denied. Thasepersons who engage in pesticide business
outside of the United States. (Multinationals are considered by the pesticide industry to pose a threat
to fair competition if they obtain test data on other registrants products and use the test data to obtain
registrations that can compete for the ®snher's markets in other countriehis concern
contributed to the insertion of FIFRA section 10(g)) (p. 12, paragraph 1).

Normal Operations:Used in thisManual to mean (most) situations that do not involve any of the
special (rarely used) FIFRA release authorities (p. 11, paragraph 2).

Pesticide: Used as a synonyfor pesticide product. A generic term that, under FIFRA, includes
insecticides, rodenticides, fungicides, herbicides, disinfectants, etc..

Petition: A request submitted with data for regulatory approval to establish a residue tolerance in
food or feed commodities. The data are treated as sensitive information.

Product: See Pesticide.

Production Datainformation on the types and amounts of pesticides produced, submitted (usually
to EPA regions) under FIFRA section 7(c) . Production data are trade secret under FIFRA section
7(d) and are treated as sensitive information (p. 8, last paragraph).

Proprietary Information:"Owned" by a registrant but may not fall within the FIFRA trade secret

or confidential business information definitions. Such information, while claimed as proprietary by

a registrantmay be releasable under FIFRA. Another examglecommercially produced
compilations of survey data that are sold under certain restrictions, e.g. for use by the purchaser but
not for subsequent sale or use by another.



Public: Used in a document release context as meaning "everyone. " It is especially significant in
the context oFIFRA sensitive informatiobecause release to the public is considered to include
release to multinational pesticide producers (p. 12).

Registrant: One who has obtained a registration under FIFRA. Used in this Manual as a synonym
for applicant or submitter as the usual source of FIFRA sensitive information.

Registration: EPA permit (license) under FIFRA sections 3(a) and 24(c) to distribute, sell, or ship
a pesticide in the United States. Health and Safety Data are required to obtain a registration.

Release:See Disclosure (p. 11).

Residue Analytical Method: Not sensitive information; published kihe Food and Drug
Administration in the "Pesticide Analytical Manual."

Security Inspection:An audit conducted on a periodic basis to evaluate (facility, equipment, and
procedures) conformance to security requirements contained in this Manual (p. 26, para 12) .

Security Plan:A written report required from all contractors and subcontractors that describes all
methods, equipment, and procedeameployed at a facility to safeguard FIFRA sensitive information

(p. 20) .

Sensitive Information: Information the release of which is limited or prohibited by FIFRA (in the
case of FIFRA sensitive information) ortime case of othenformation, byanother statute or
regulation. Used ithis Manual as shorthand for information (irrespective of media) that must be
handled according to guidance time FIFRA and EPAInformation Security Manuals.Also,
documents become "sensitive documents” when they contain sensitive information (Section 2) .

SupplementaClaims of Confidentiality:Claims made by the submitter under FIFRA section 10(a)
that are NOT based on the trade secret definitions in section 10(d) (1)(A), (B), or (C). These claims
must be substantiated by the submitter (p. 9) .

Suspension:Temporary prohibition of sale or shipment (and may prottieituse) of a product.
Sometimes precedes cancellation. Data submitted to comment on or rebut the proposed suspension
action may contain trade secrets and are treated as FIFRA sensitive information.

Trade Secret InformationA special category of sensitive information that is defined explicitly by
FIFRA section 10(d) (I)(A), (B), and (C) (p. 7).

Tolerance: Maximumamount of a pesticide residtieat is permitted in ravagricultural and
processed food commodities and animal feeds. See Petition.

Violation: has occured whesensitive information is discovered h@ave been treateOT in
accordancewith guidance inthe EPA andFIFRA- Information Security ManualsUnlawful
disclosure may or may not have occurred as a result of a violation. All violations are reviewed for
possible corrective and, under certain circumstances, disciplinary action (p. 29).



2. WHAT FIFRA INFORMATION IS SENSITIVE?

Certain informatiorabout pesticide registrants and their products, submitted or generated in
connection with regulatory approvals, is granted protection from disclosure or release by FIFRA,
subject to certain conditions that are described below. It is therefore sensitive information. (Other
information that is collected and/or used by Agency staff and contractors in carrying out the official
business of the Agency may not be protected by FIFRA but may be entitled to protection according
to other laws or guidance. For examplegertain records and notes developédring
compliance/audit operationsay not be releasableSuch materialsare also sensitive.) The
following categories of information are more specific categories of sensitive information.

Confidential Business Information

The following general definition of confidential business information has been provided by OGC
and is to be used if thgpecific definitions provided belowannot be clearlyapplied when
determiningthe sensitivity of FIFRA information. Contact thePublic Information Branch,
FOD/OPP, if you have questions about the sensitivity of FIFRA information.

Confidential Businessfiormation (CBI) is any information in any form received from any person,
firm partnership, corporation, association, or lostdfe, or Federal agenahich contains trade
secrets or commercial or financial information, and which has been claimed as confidential by the
person submitting it and which has not been legally determined to be non-confidential by the EPA
General Counsel under the procedures in 40 CFR Part 2, Subpart B (2.205).

Trade Secrets (Section 10(d)(1)(A), (B), and (C))

Section 10(d)1) of FIFRA requireghe Agency to disclose tthe public certain types of
information concerning registered or previously registered pesticides, pesticide degradation products,
and pesticide ingredients. In general, the information. required to be disclosed is any information
on test methodology, objeatis, and results, and any information on safety and health effects of the
pesticide. The disclosure is subject to the limitations of FIFRA section 10(g). See Section 3 of this
Manual.

The following three types of information are withheld from disclosure notwithstanding the fact that
they fall within
the purview of section 10(d)(l). They are characterized as "trade secrets" in this Manual to set them
apart in an explicit category of informatidhat is protectedrom release undeall normal
operations. These types of information may be released in special (very rare) circumstances.

Manufacturing or quality control process information - FIFRA section 10(d)(1)(A). We protect
this information, and any othexformation that can lead to disclosure of it. For example, we do not
disclose the identity of contaminants of manufacturing processes because this information can help
someone more easily/accurately deduce the manufacturing process.

2. Details of methods for testing, detecting, or measuring the quantity of deliberately added inert



ingredients of a pesticide - FIFRA section 10(d)(1)(B).

3. The identity or percentage quantity of any deliberately added inert ingredients of a pesticide
- FIFRA section 10(d)(1)(C)This information is commonly found in the "Certified Statement of
Formula™ (CSF) which is required to be submitted to OPP by registrants of all end-use products and
other products (g., trade name) that are used in producing end-use products. The CSF is normally
filed in the "product jacket" making this jacket a confidential (sensitive) file.

All' three types of trade secret information may be found in studies that are routinely submitted to
EPA by applicants or registrants, and naégo be found ithe confidential attachment to OPP
reviews of submitted studies, having been quoted or referenced in the reviews. (OPP policy to put
trade secrets in a confidential attachment to the review became effective in January 1985.) Under
guidance contained in Pesticide Registration (PR) Notice 86-5 (effective November 1, 1986), the
above types oinformation may not be imbedded in a study. Instead, submitters must segregate
such trade secret information in a confidential attachment and provide references to it from within
the study.

Commercial or Financial Information

This isinformationthat is not trade secret undeiFRA section 10(d) (1) (A), (B), or (C) , but
which must beorotectedfrom disclosure, if confidential, as provided by FIFRA section 10(b) .
Commercial or financial information includes information listed in FIFRA section 10(d)(2):
information concerning production, distribution, sale, or inventories of a pesticide. Production
information as described by FIFRA sectid(t) is another example abmmercial or financial
information that may be confidential.

Other Sensitive Information

FIFRA section 10(a) provides that registrants may mark ANY portions of their submittals which,
in their opinion,are or contain trade secretsaonfidential commercial or financial information,
whether or not the pbions claimed fallunder the aboveefinitions. If OPP (acting for the
Administrator) proposes to releasech marked information, or any other information that it believes
might be confidential, the releasability of the information must first be determined as provided for
under FIFRA section 10(c). We call claims that are based on definitions that are not described by
FIFRA section 10(d) (1) (A), (B), or (C), or 10(d) (2) "supplemental claims of confidentiality" and
do not release information covered by these supplemental claims until their status has been resolved
by OGC. Always check with the Public Information Branch, FOD/OPP, if there are any unresolved
guestions abouhe status obupplemental claims covering informatitmat is to be released to
anyone outside EPA.

Examples of information that has been involved in supplemental claims:
- Portions of submittals that describe (very expensive) innovative new technology.

- Information, not described b¥IFRA section 10(d)(2)that would reveal new
marketing strategies.



The Agency may also determitieat otherinformation claimed confidential, aside from that
submitted by a registrant, is entitled to protection. An example is information about imports to the
United States that is provided by foreign producers to Agency regional offices under FIFRA Section
17.

*xxkkkxx BE CAREFUL . . . ..

The above defitions of information that must be protected, and the descriptions, in Section 3, of
informationthatmay be releasedareprovided to inform and enable authorized persons to more
efficiently and effectively contribute to thmission oftheir organizationincluding confidently
carrying out FIFRA's provisions regarding the protection of certain information.

While wehave attempted to makbis material as cleandeasilyreadable apossible, the
classifications of information hereareNOT intended to result in giving these persons a sense of
false confidence that could result in making, or contributing to making, an unauthorized release of
sensitive information. Readestiould be advisethat some oftheseclassifications may at first
appear somewhat complex, therefore causing uncertainty.

If such uncertainty occurs, readers are advised to resolve it, prior to taking potentially regrettable
action, by ontactingthe Information Service8ranch at theaumber listed irthe front of this
Manual.



3. CAN FIFRA SENSITIVE INFORMATION BE DISCLOSED? (Under What
Circumstances - To Whom)

Certain informatiorthat is accorded protection IBYFRA canalso be disclosed under some
circumstances, according EBFRA. Severafactors come into plagindividually or in various
combinations) irthe decision to release given document: 1yhether it contains trade secret
information; 2) whether it was submitted by an applicant (or registrant) or other person; 3) whether
the product goported by information in the document has been registered; 4) who wants to see the
information; and 5) in what context the information is needed. In general, "sensitivity " is not just
an unambiguous attribute of a document, and judgments of releasability in one instance or context
may not be correct in others. Therefore, in a broader costgitivity refers tahe complex
nature ofmany release decisions and, conversely, the special care with which FIFRA information
must be protected.

FIFRA doeshot make reference to tlvarious documents in whigbrotectednformation can
occur in OPP. The following material refers to FIFRA-sensitive information in terms of typical OPP
documents and describes its releasability under normal operations. Special disclosure authorities that
are provided in FIFRA for certain (rarely needed) circumstances are referenced, but not discussed,
in this Manual.

Disclosure to EPA Employees

Access to FIFRA sensitive information will be given only to persons who need the information in
the conduct obfficial U.S. Government businesandonly onthe basis of a completed "FIFRA
Access Authorization Agreement” (Exhibit 1).

Access will be withdrawn when an employee terminates employment or no longer requires access
due to a change in duties or position. The employee mausnall sensitive informatiomnd/or
chain of custody records to thBCO/DCA and sign a "Confidentiality Agreement for
Termination/Transfer" (Exhibit 2) .

If an EPA employee already has been granted access to information that is sensitive under another
statute (e.g., TSCA), the employee must be briefed on the unique FIFRA requirements in this Manual
and must execute a FIFRA Access Authorization Agreement. If the employee has been briefed on
other aspects of security practice that are stanth@odighout EPA, these aspects need not be
duplicated in the=IFRA employee briefing ang asthe employee showsvidence of a good
understanding of the material.

FIFRA Access List

OPP maintains an alphabetic listEPA and other Governmeriployees whdave been
authorized access to FIFRA sensitive information. The FIFRA Access List is updated monthly and
distributed toDivision Directors, Branch Chiefs, arfdCOs/DCAs. A similar list ofcontractor
employees is maintained for the Contract Project Officer by ISB.



Disclosure to Contractors

Disclosure to contractors is provided for in FIFRA section 10(e) and 40 CFR 2.307. In addition
to ensuring thahormal requirements for protecting FIFRA sensitive informatom met by
contractors, submitters ¢fIFRA sensitive information to be used the contractomust be
informed of the contractor's access to it and chain of custody records that describe the information
provided tothe contractomust be maintaine(see Section 4). The first two paragrapisier
"Disclosure to EPA Employees" also apply to contractor employees.

Disclosure to the Public

NOTE : The general rule tisatinformationthat may betrade secret aronfidential business
information must not be disclosed to the public (and is subject to the security procedures set forth
in this Manual) until it is determined BPA not to be trade secret @snfidential. Information
described by FIFRA sectiatO(a) aswell as10(d)(1)(A), (B), and (Cmust be thugprotected.
Disclosure of such information to certain parties outside the Agency or to the public is authorized
in certain limited circumstances described in FIFR#&nd 40 CFR 2.307. Some ofthese
circumstances are also discussed below.

Other applicant or registrant-submittddta, while not considered confidentiddusiness
information, may only be disclosed to the public under restricted conditions as follows:

1. Health and Safety (or) Test Data about a registered or previously-registered pesticide may be
released to a person who is not a multinational pesticide producer, the agent of. such a producer, or
is seeking access to the datatfe purpose of disclosing it to such a producer or agent. (See FIFRA
section 10(g)) . Prior teachsuch release, theublic Information Branch;OD obtain from the
person making the request a signed "Affirmation of Non-Multinational Status" (Exhibit 3).

2. Reviews of Health and Safety (or) Test Data produced by EPA staff or contractors may be
released to the public as long as the following conditions are met: a) the review is of test data about
a registered or previously-registered pesticide, b) the review must not contain any information that
may be trade secret business confidentiagnd c) thereview musiot contain "essentially the
complete study." This guidance is contained in a Class Determination ("Disclosure of Reviews of
Pesticide Test Data") made by OGC and published in the FEDERAL REGISTER dated November
27,1985, p48833 (Exhibit 4). Trade secret or confidential business information that is necessary
to the completeness of reviews mustpu in a (nonreleasable) confidential attachment to the
review when the review is written.

3. Summaries, brigibstracts, or excerptsom registrants Healthnd Safety (or) Test Data
(studies) and summaries of OPP/EPA reviews of these data may be released to anyone, subject to
the same conditions stated in para 2. above.



4. Chemical Fact Sheets, Science Chapters, Position Documents, Registration Standards, Special
Review Decisions, and Toxicology "One-liners" are releasable to the public without restriction. OPP
policy is to write these documents for publication. (Thmystnot contain any trade secrets or
information from unresolved supplemental claims of confidentiality.)

5. Other registrant-submitted information (e.g., the application for registration, correspondence
between the registrant and OPP, and other "administrative" materials) may be released to the public
underthe following conditions: a)he materials released musbt contain trade secrets or b)
information that is part of an unresolved supplemental claim of confidentiality. (Also - as a general
rule we do not release any information on pending actions - other than the Federal Register Notice
of receipt of the application.)

Disclosure to Other Federal Government Agencies, and to Congress and the Courts

FIFRA information from submitters may be provided to certain other organizations outside of OPP
under specified conditis. 40 CFR Part 2.209 describes disclosure to Congress and the Comptroller
General, other Federal agencies, and court-ordered disclosure. In general, these types of disclosure
require: 1) a determinatiahat such release is consistenth the purposes of FIFRA; 2) the
receiving organization toprotect theinformation inthe manner described this Manual; 3)
predisclosure notice to the submitter of the information being disclosed, including the purpose to be
served by disclosure (except in some cases for disclosure to Congress) ; and 4) possible restrictions
on subsequent disclosure of information that results from work done with the information. Contact
the Public Information Branch, FOD/OPP, if you become involved with the need to disclose FIFRA
sensitive information to the above organizations.

Disclosure for Protection of Public Health or the Environment (to State, to County, and Local
Governments and Certain Professionals)

Under FIFRA section 12nd 40 CFR 2.307the Administrator may release certaifiFRA
confidential business information to such professionals as physicians, pharmacists, law enforcement
personneland State and local agencies if it is determined that such disclosure is needed to prevent
injury or "imminent harm" tdhe public or the environment. This type of release is rare and requires
special authorizationContact thePublic Information Branch, FOD/OPP, if you believe a need
exists to release FIFRA sensitive information for such purposes.



4 ACCESS TO FIFRA SENSITIVE INFORMATION
PROCEDURES FOR GAINING ACCESS TO FIFRA SENSITIVE INFORMATION
For EPA Employees
1. The employee is designated in Section 1 of the FIFRA Access Authorization Agreement.

2. The designated employee is briefed by the FIFRA Security Officer or DCO and then signs the
Agreement at Section 2, indicating understanding and acceptance of the terms of the confidentiality
agreement.

3. The FIFRA Security Officer or DC€)gnsthe Agreement at Section 3, indicatitigat an
appropriate briefing was conducted and the briefed employee shows understanding of the material
conveyed in the briefing.

4. The Division Director signs at Section 4, indicating that the employee has been designated,
briefed, and approved for access.

For EPA Division Directors

Use the Agreement as aboVide Office Director, Regional Administrator, or Laboratory Director
signs at Section 4 designatiagd approvingthe Division Director, anddelegatingthe Division
Director responsibilities described in this Manual. The Division Director completes Sections 1 and
2 and the FIFRA Security Officer or DCO completes Section 3.

For EPA Office Directors, Regional Administrators, and Lab Directors

As the top Agency official of the organizational component or location, these officials are accepted
as havinghe authority to delegate security responsibilities to Division Directors. If these officials
need to possess/use FIFRA sensitive informatibay are expected tsign Section 2 of an
agreement and send a copy of it to the Information Services Branch, OPP.

For Contractors

(The EPA or other Federal agency Contract Project Officer is the primary coordinating official for
the following steps.)

1. The need for FIFRA information must be approved. OPP contract project officers certify
the need to the Information Services Branch, OPP. Division Directors of other EPA programs
must request approval of access for their contractariimg to the OPPOffice Director. A
determination must be matéetween OPP and thiequesting=PA programthat use oFIFRA
information by other EPA programs is "in connection with FIFRA."

2. Thecontractormustproduce a security plan in whi¢he contractor: a) describes how
security requirements contained in this Manual will be implemented, b) certifies that all contractor



staff will berequired tosignthe agreement, and c) certifiasceptance dull responsibility for

FIFRA sensttive information that will be in the contractor's possession (Exhibit 5). This security plan
must be approved by tHdFRA Security Officerand implemented imll respects before the
contractor is provided access to FIFRA sensitive information.

3. The submitter dhe FIFRA information beingequestednust be notified.EPA Contract
Project Officers must provide tthe Information ServiceBranch, OPP thedentity of the
contractor, thecontractnumber, the purpose(s) to be served by the contractor's use of the
information, the names of specific chemicals to be worked orother identification of the
information to beused by the contractor, a certification that itifermation isneededfrom 1.
above),and a copy of the contract scope of work. From this information the Information Services
Branch willprepare notification(s) to submitter(s) of the FIFRA sensitive information to be used in
the contract. The notification may be by certified letter or by FEDERAL REGISTER Notice and
must have been in the possession of the submitter(s) for 5 days (10 days for IAGs) before any FIFRA
sensitive information may be released to the contractor.

4. Thecontractmust containcertainprovisionsthat describe actions to be taken by the
contractor or subcontractevith regard to FIFRA sensitive information. These provisions are
contained in 40 CFR 2.301 (h)(2) (ii). See Exhibit 6.

RESPONSIBILITIES OF ACCESS TO FIFRA SENSITIVE INFORMATION

The followingresponsibilitieshave beergrouped bythe type of function performed by the
employee. Every person bears certain responsibilities. Supervisors and certain designated officials
bear additional responsibilities.

Every person who has custody of FIFRA sensitive information is responsible for protecting such
information from disclosure to anyone who is not authorized to have access to it. In order to carry
out this responsibility, every such person is expected to:

- Know what FIFRA information is sensitive.

- Follow the operational procedures in this Manual that are appropriate to carrying out
your duties.

- Cooperate with youbCO/DCA and follow security procedures established for your
office.

- Check with your supervisor or DCO/DCA to resolve questions/problems.

- Promptly report any apparentolation of FIFRA securityprocedures to your
supervisor.

First and secondline supervisors (Branch Chiefs, Section ChiefsTeam Leaders) have
additional responsibilities for the manner in which their staff handle FIFRA sensitive information.

- Carry out the "Every Person" responsibilities listed above.

- Ensure that authorized persons in your organization attend refresher security training
at least annually.

- If your organization usesontracts, ensure that your contract projdéicer(s)



follows the contract procedures in this Manual.

- Review documents produced within your organization when there is a question as to
whether the documents cont&itFRA sensitive information Contact thePublic
Information Branch, FOD/OPP, if you have any questions.

- Counselemployees who do ndbllow the procedures ithis Manualand as
necessary reflect impropenandling of sensitive information ithe yearly
performance appraisals.

- Pass violation reports to your supervisor via the chain of command.

EPA Contract Project Officers. In addition to the "Every Person" responsibilities listed above,
project officers have additional responsibilities with respect to how FIFRA sensitive information is
used and protected by the contractor:

- Ensure that the Statement of Work contains the CBI contract clauses (Exhibit 6).

- Ensure that contractor access is provided using procedures listed in Section 4.

- Ensure that the contractor implements the approved security plan in all respects.

- Ensure thatFIFRA sensitive documentare transferred to the contractor via
procedures in this Manual, that the contractor maintains tight accountability over all
such documents, and that the contractor releases no FIFRA sensitive information to
anyone without specific project officer approval.

- Ensure that all FIFRA sensitive information is returned to EPA when the contract is
completed or terminated. If the contractor is authorized to dispose of FIFRA sensitive
information, certificates of destruction must be provided to the EPA project officer.

Division Directors

- Designate (via memorandum) DCOs/DCAs for your Division.

- Designate/approve Division staff members for access to FIFRA sensitive information
and ensure that they receive adequate security training.

- Ensure that your employees follow security procedures.

- Approve transport of FIFRA sensitive information to facilitate official work at home
or on official travel.

- Carry out the investigation procedures listed in Section 6.

- Counsel with and/or discipline violators as appropriate.

Document Control Officer/Assistant (DCO/DCA). These employees (listed in Exhibit 7) are
the focal point within Divisions for FIFRA security operations. Their responsibilities include: .

- Conduct and/or arrange for FIFRA security briefings.

- Develop/operate a document tracking system for proper document accountability
within the organization.

- Maintain a record othe names of employees to whasecess has been granted.
Provide the original of all signed agreements to ISB (Exhibits 1 and 2).

- When directed, assist in investigating violations.

- Carry outotherinformation security duties as assignedtbg supervisorand/or
Division Director.



- Conduct periodic security inspectionstbe division for conformance with this
Manual.

Office/Laboratory Directors, Regional Administrators

- Designate DivisiorDirectors for access t6IFRA sensitive information, including
assignment of responsibility for carrying out the security guidance in this Manual.

- As the top official of your organization, provide tiwe Office of the Inspector
General (OIG) (or the OIG field division representative for your location):

your investigation reports of violatiotisat may have resulted (or that did
result) in the unlawful disclosure of FIFRA sensitive information.
access to all files and personnel involved in the violations you report.

FIFRA Security Officer

- Develop FIFRA information security guidance for use by any person who is provided
access to FIFRA sensitive information.

- Coordinatewith OIRM and FMSD on security guidance and matters related to
information security operations.

- Provide information security liaison with other organizations that are provided access
to FIFRA sensitive information.

- Provide information security training (and/or training materials) that cover the FIFRA
information security program.

- Provide FIFRA information security support f&PA Contract ProjecDfficers,
including submitter notification.

- Approve contractor security plans.

- Conduct/support security inspection activities.

EPA Contractors (All communication referenced below is via the EPA Contract Project Officer.)

- Prepare a security pldhatdescribes howhe contractowill implement security
guidance in this Manual.

- After the securityplan is approved by the FIFRA Security Officer (Exhibit 5, Step
1), implement the approved plan and certify in writing to the FIFRA Security Officer
that the contractor is preparedassume full responsibilitior the security of all
FIFRA sensitive informatiothat is transferred to the contractdSee Exhibit 5,
Step 3)

- Secure a FIFRA briefing frortihe FIFRA Security Officerand brief own cotract
staff.

- Appoint a DCO wittoverall responsibility for accounting for and tracking all FIFRA
sensitive information.

- Handle FIFRA sensitive information using operational procedures that are described
in the approved security plan.

- Conduct periodicescurity inspections to evaluate conformance to security practices.

- Report any/all violations to the FIFRA Security Officer.



- Ensure that all FIFRA sensitive information is returned to EPA when the contract is
completed or terminated. the contractincludes disposal of FIFRA sensitive
information, disposal certificates will be returned to EPA.

OTHER EPA ORGANIZATIONS
Office of the Inspector General (OIG)

- Establish and implement personnel security standards, guidelines, and procedures in
accordance with EPA inforation security policy and all applicable Federal laws and
regulations.

- Conduct or arrangenvestigations of known or suspected personnel security
violations as deemed appropriate.

Office of Information Resources Management (OIRM)

- Develop and issue EPA information security policy.

- Monitor compliance with the information security program.

- Establish training criterimand coordinate development of information security
training and awareness programs.

- Provide guidance on selecting and implementing safeguards.

- Participate, as appropriate, in management and internal control reviews conducted
by theOffice of the Comptrollertroller to ensure compliance witre information
security program.

Facilities Management and Services Division (FMSD)

Establish and implement physical security standards, guidelines, and procedures in
accordance with EPA information security policy.

Office of the General Counsel (OGC)

- Providelegal advce concerninghe treatment and protection BIFRA sensitive
information.

- Issue final confidentiality determinations and class determinations concerning FIFRA
sensitive information.



5 OPERATIONAL PROCEDURES FOR PROTECTING FIFRA SENSITIVE
INFORMATION

The material in thisection is intended to provide quick and clesfierence tgorincipal
requirements that must be met, and security practices that must be used, to protect FIFRA sensitive
information from unauthorized disclosure. The EPA Information Security Manual contains detailed
guidance that covers all aspects of handling sensitive information. Readers are referred to the EPA
Information Security Manual for additional information on the following requirements and practices.

1. GENERALSECURITY AWARENESS. All employees must baware that certain
information used in their organization may need to be protected from unauthorized disclosure. They
may not have been providedficial access td-IFRA sensitive informationbut theymust be
sufficiently advised ofthe need foinformation security, sthat they can support the security
activities of the organization and avoid acts that make the security program more difficult to carry
out.

2. ACCESS TO FIFRA SENSITIVE INFORMATION. Access must be limited to authorized
persons only. Unauthorized access is to be prevented by keeping the information locked up when
not in use, and using the information in a manner that prevents it from being seen by unauthorized
persons. (For example, information must not be left unsecured at unattended workstations.)

3. SECURITY TRAINING. Allpersons in the organization, before they are first provided access
to FIFRA sensitive information, must undergo a security briefind sign the FIFRA Access
Authorization Agreement indicating that they have received the initial briefing and understand their
security responglities. Rdresher training should be provided on a periodic basis (at least annually)
to reinforce awareness of their responsibilities and provide an opportunity for critique as a means
to improve security program operations.

4. DESIGNATED FIFRA DCOS. Division Directors of organizations that use FIFRA sensitive
information must designate a Document Control Officer to provide an operating focus for handling
that informaion within the organization. Ifthe organization wishes to designaiee DCO to
provide this focus for other information (e.g., TSCA) as well, the designated DCO must be able to
fully represent thespecialnature and requirementhat are associatedith FIFRA sensitive
information. See Section 2.

5. SECURE FACILITIES. Facilities and equipment that are adequate to meet the special needs
of the securityprogram must be provided. At least two levels of phygicatection must be
provided. These must normally include one at the perimeter level and one at the file level, unless
a differentmix is authorized inwriting by the Division Director. (Such authorization meant to
provide flexibility that may beneeded to meetpecial operating or file requirements. The
requirement to have twievels of security mustot be reduced or waived.) Secure means of
making copies of FIFRA sensitive documents and (when appropriate) destroying them after they are
no longer needed, must also be provided. Perimeter Security is required during nonbusiness hours,
and includes for examptée posting of a security guarthcking the building, or lockingoffice
doors.Some form ofaccess contrathould also be provided during business hours (via guard,



receptionist, oelectronic pass-card actuated locks). File Security includes metal file cabinets with
bars and combination locks, which are the minimum required for securing file cabinets that contain
sensitive documents. Combinations must be registerediwvatbhCO and EPAfacilities security

official or contractor security official at the site.

6. CUSTODY OF FIFRA SENSITIVE INFORMATION. A complete inventory of documents*
thatcontain FIFRA sensitive information and a documented chain of custody must be maintained
by the DCO at all times using some form of a document tracking system. Organizations are free to
use any method that worksi¢h as manual logs, computer logs, receipts, invoices, etc. (e.g., Exhibit
8), whichlist specific documents.* Mandatory requirements to be met are: 1) The custody of a
particular document* must be traceable at all times to a person; 2) The authorized recipient of the
document* must acknowledgeceipt in an undisputable fashion; and 3) The last person of recorded
custody is held responsible fibre document* and may be subject to disciplinary action if a violation
occurs while the document* is in his/her custody. The document tracking system must provide to
all employees ést of the sensitive documents* in their custody and must be used periodically to
verify the accuracy of the document tracking system.

* Some organizationsandle large sets of related documents (e.g., reports from importers that are
periodically provided to regional offices). Since it would be impracticaotarol eachsuch
document individually as directed in 6. above, they may be controlled as a set, as long as individual
documents are not permitted to become sepafabed the set. The number of individual
documents within such a set must be established and used to ensure the integrity of the set.

7. MARKING DOCUMENTSTHAT CONTAIN FIFRA SENSITIVE INFORMATION . All
documents (or bound sets of documents) that contain FIFRA sensitive information shall be marked
or covered to show that they must be protected. When used, the marking shall consist of the FIFRA
CBI stamp (Exhibit 9) placed on the outside of the first and last pages of the bound document or set
of documents. If marking is not used, the document shall at all times be covered with a red FIFRA
CBI cover page (Exhibit 10).

8. MAKING COPIES OF FIFRA SENSITIVE INFORMATION. If copies are made, they must
immediately bemarked as in 7. above and entered into the chain of custody. Copies must be made
only in a manner that prevents them from being seen by unauthorized persons, and the copy machine
and area must be cleared after the copies are made.

9. CREATING SENSITIVE DOCUMENTS. When new documents that contain FIFRA sensitive
information are created, they must immediately be marked as in 7. above and they must be entered
into the chain of custody.

10. SENDNG FIFRA SENSITIVE INFORMATION THROUGHTHE NAIL. Make sure the
recipient is cleared for accessRtFRA sensitive information!lUsetwo envelopes. The inside
envelope (which must be sealed) must be marked " CBI - TO BE OPENEADBRESSEE
ONLY." The outside envelope should d@dressed normally; do not mark the outside envelope with
any indication ofthe sensitivity or classification of itsontents. Recipients (intra government
transfers) must retursome form of written acknowledgementreteipt (e.g., Exhibit 8) to the



sender to maintain the chain of custody. Senders should provide some form of returnable invoice
for this purpose, and if several documentsla@mgsent, theymust be itemized ithe invoice.
Recipients must immediately enter the received information into a chain of custody record in their
organization. Tha@bove procedure must be used for interoffice, pouch, and public mail. Courier
senices may also be used.

11. DISPOSING OF FIFRA SESITIVE INFORMATION. When no longer needed* documents
or other portablenediathat containFIFRA sensitive information must be destroyed. (Shredding,
pulverizing, orburningare theusual means.) Custodial records mastect the "death” of all
documents that have been destroyed. The OPP Document Center can assist persons in the nearby
area. Regions and field organizations that need to dispose of sensitive information are expected to
provide and follow secure disposal procedures.

* Be sure to check the appropriate Record Retention Schedule.

12. ROUTINE SECURITYFOLLOW-UP. Organizationghat maintain FIFRA sensitive
information are expected to conduct security checkups/inspections to ensure that security practices
are being followed. Such inspections should be conducted by DCOS, first or second line supervisors,
or Division Directors. Such inspections should tneannounced and promptly documented and
critiqued.

13. SENSITIVE INFORMATION INMEDIA OTHER THAN PAPER DOCUMENTS . The
above stagments are writtensingpaper documents as the context, srrtsitive information is
stored and used in otheredia, andnust alsareceive careful protection to avoid unauthorized
disclosure. Examples aither (portablemediaare mcroforms, floppy disks, magnetiapes,
photagraphs, typewriter ribbons and ribbon cartridges, and other forms of carbonless reproduction
media (e.g., NCR paper). Similar practices must be applied (as appropriate) to achieve the objective
of full protection from unauthorizedisclosure: controliccess, maintain records ot@irrent
custodianship, control needed copies, provide for secure transfer, and ensure positive destruction
and disposal with appropriate recordkeeping.

14. SENSIVE INFORMATION IN RESIDENT COMPUTER FILES. This form of sensitive
information introduces new requirements to prevent unauthorized disclosure (and irrecoverable loss)
and depends on methotigat are beyond the practical scopehi$ Manual. For more detailed
guidance refer to the EP/formation Security Manual, which applies to FIFRA sensitive
information in resident computer files.

15. SENSITIVE INFORMATION IN MEETINGS. Discussion of FIFRA sensitive information
in meetings should be preceded by a check to determine that all participants are cleared for access
to it. Meeting notes/minutes etc. should be treated as sensitive until they are determined to be free
of FIFRA sensitive information.

16. EMHERGENCY EVACUATIONS AND SHUTDOWNS. Inthe event of ammergency
evacuation (fire drill, etc.) , priority is obviously directed to protecting life over locking up sensitive
documents. However, vulnerabilipan be reduceduring emergency evacuations lgllowing
normal procedure, which calls for keeping all sensitive documents locked up when not in use.



16. ®RRESPONDENCE FROM REGISTRATION DIVISION PRODUCT MANAGERS TO
THEIR COUNTERPARTS IN THE REGULATED INDUSTRY. Such correspondence may address
matters that requiricluding informationthat issensitive withinthe definitions contained in this
manual. It is not the purpose thfis Manual to impose upothe Registration Division new
restrictions on the conduct of normal business that would result in destroying a practice that

has been acknowledged assfactory over many years by the regulated industry. Accordingly, this
correspondence shall be serwimatever manner is determined by the Registration Division Director
to be accptable to the regulatemhdustry, aslong asthe chosen methodrovidesadequate
protection against unauthorized disclosure.



6 IF THERE ARE PROBLEMS
Identifying Problems Within EPA Organizations

Probemswill usually becomevisible in threeways: aneeded(sensitive) documenwill be
unlocatable; some obvious violation of a security practice will be observed during the business day;
and/or an unannounced security inspection will pick up one or more violations of security practice.

Note that aviolation is any treatment of sensitive information not in accordance with established
Security Manual guidance; unlawful disclosure may not have occurred as a result of the violation.
The following are examples of possible violations.

- Sensitive documents are unsecured and unattended at any time.

- Sensitive documents are left out of the document tracking system.

- Sensitive documents are transferred incorrectly.

- Sensitive documents are destroyed in other than an authorized manner.

- Unauthorized staff are given access to sensitive documents.

- A file cabinet that contains sensitive documents is discovered unlocked after business
hours.

Reporting and Investigating Problems Within EPA Organizations

Allemployees shall promptly report observed violations to their supervisor. In those cases where
disclosure of sensitive information to unauthorized persons cannot be ruled out by the supervisor,
the report must be passed via the chain of command to the Division Director. The Division Director
assigns the DCO and/or Branch Chief the responsibility of investigating the violation and preparing
a report of the investigation. If the organization has a designated information security officer (like
the FIFRA Security Officer at OPP Headquarters), that individual must be informed of the violation
and may be asked by the Division Director to assist in the investigation.

In cases where security procedures have been violated but no release of the sensitive information
to unauthorized persons occurred, the Division Director must see that the errant employee (and last
custodian of record in the document tracking system) is advised of the violation and warned about
repeat violations. The DivisioBirector shouldkeep a record o¥iolations for use during
performance evaluations.

In cases where the violation of security procedures results in the release of sensitive information
to an unauthorized staff person, the Division Director must advise his Office Director, Laboratory
Director, or Regional Administrator of the violation and the results of the investigation report. If the
unauthorizedperson to whonthe releasevas made is outside &PA, theOffice Director,
Laboratory Director, or Regional Administrator must also notify the EPA Inspector General, who
may decide to conduct an investigation.



Remedial and Disciplinary Action

In the case of giolation of security procedurgkat has not resulted in the release of sensitive
information to unauthorized persons, the supervisor will take appropriate action with the advice and
consent of théivision Director. Actioncan be aroral or written reprimand and mayclude
removal from the FIFRA Access List. The action taken must be documented.

An employee who repeatedly violates security practices shall be disciplined, at the discretion of
the Division Director, with penalties of increasing severity, ultimately including loss of pay or loss
of job. The Regional Administratdraboratory Director, or Office Directanay be required to
consent to the more severe penalties, depending on adverse action guidance that is appropriate for
use at the time.

If the violation hasbeen referred foOIG investigationandthis investigation indicatethat a
criminal violation has been committed, the investigation may be referred to the Justice Department
and may result in prosecution.



EXPLANATION OF THE AFFIRMATION OF NON-MULTINATIONAL STATUS

Pesticide information that is responsive to your recent FOI request includes information that was
submitted to EPA by pesticide applicants or registrants under the Federal Insecticide, Fungicide, and
Rodenticide Act ((FRA). In the 1978 amendments to FIFRA, Congress expressly limited who may
receivethis informationand how it maybe used by recipients. Thigsés, expressed ifrIFRA
section 10(g)wereimposed by Congress frotectregistrants of pesticides the U.S. against
unauthorized use of their health and safety data by competitors to obtain pesticide registrations in
foreign countries. (Those who obtain pesticide registrations in foreign countries are called "Foreign
or Multinational Pesticide Producers" in section 10(g), abbreviated "Multinational” herein.)

FIFRA section 10(gbherefore requireEPA to avoid knowingly disclosing this information to a
Multinational, or to agents or employees of a Multinational. Numbered paragraphs (1) and (2) of the
"Affirmation of Non-Multinational Status" are designed to allow EPA to implement this requirement.
Section 10(g) also requires egarson who seeks to obtain this information from EPA to affirm that
he or she does not intend to, and will not purposefully or negligently deliver (or cause delivery of)
the information to a Multinational. Numbered paragraph (3) of the Affirmation is designed to allow
EPA to implement this requirement. The remainder of this explanation is provided to further assist
you in understanding section 10(g) and the implications of signing the Affirmation.

Section 10(g) makes it unlawful for a person requesting registrant-submitted pesticide information
to furnish a false or misleading Affirmation of Non-Multinational Status to EPA; such violations are
punishable under 18 USIDO1. Thus, for example, it is EPA's position that it would be unlawful for
a person to execute the Affirmation while having the intent to publish (or otherwise to deliver in any
way to a Multinational in itentirety) a previously unpublished toxicity study submitted by a
registrant. This is because thenformation deliveredikely could beused to satisfy a data
requirement imposed by a foreign country as a condition of producing, distributing, selling, shipping,
or using the product in that country. However, section 10(g) would not restrict an intent to publish
or deliver brief excerptdom such information or summaries or critiques of it, identified as such,
since thesdikely would not be useful in satisfying data requirements imposed by other countries.
Of course, therohibition doeshot apply to publication or delivery of information that is already
freely available to the public (such as data that has been published) or to publication of data with the
consent of the registrant that submitted it to EPA.

It is less clear whether the statute imposes any other duties or prohibitions on persons once they
have received the information from EPA, and EPA has taken no position on this issue. Some firms
who have submitted data to EPA, however, argue vigorously that section 10(g) governs the use or
disclosure ofdata bypersons whdave obtained it from EPA. Accordingly, you should be aware
that if your disclosure oflata obtained byou from EPA results in its becoming available to a
Multinational (in a form that enables it to be used to satisfy foreign data requirements), it is possible
that the firm that submitted it to EPA may seek relief against you in court, and may argue in court
that you were required by sectid@(g) to guard against disclosinigta to aMultinational or
allowing such disclosure. You mdizerefore wish to take steps to avoid inadvertent disclosure of
the data by keeping it in a secure place. Before publishing it or deliberately disclosing it to others,
you may wish to seek legal advice.

October 1984



FIFRA ACCESS AUTHORIZATION AGREEMENT
FOR TRADE SECRETS AND CONFIDENTIAL BUSSINESS INFORMATION

E Person to whom access is being gramted: - =+ - - ot e j
Name (Print) Badge/ID Number Office Phone Number
Offiice Affiliation/Contractor Name Contract Number, if applicable

2.. " CONFIDENTIALITY AGREEMENT

1 understand that I will have access to certain Trade Secrets and Confidential Business Information that
is held by the EPA in connection with authorities contained in the FIFRA (as amended). I am granted access
1o this information in connection with my official duties on behalf of the U.S. Government or a U.S. State, County,
or Local Government.

1 agree that I will protect this information from loss or compromise while it is in my custody, that I will not
permit this information to come into the possession of any person without first determining that such person is
authorized 1o receive it, and that I will route or transmit this information to other authorized persons only via official
transfer procedures as set forth in the FIFRA Information Security Manual.

I am not affiliated with a multinational pesticide producer, and will not knowingly permi't this information
to come into the possession of a multinational pesticide producer or the agent of such producer (FIFRA 10(g)).

I undersiand that FIFRA provides for fines andlor imprisonment for willfully disclosing this information to
unauthorized persons (FIFRA 10(f), 14(b)(3)). I also understand that I may be subject to criminal penalties under
18 U.S.C. 1001 for willfully concealing, misrepresenting, or falsifying facts to this agreement.

I acknowledge that I have read and been briefed on procedures that are contained in the FIFRA Information
Security Manual, and that I fully understand these procedures.

Signature _ Date

E The above employee has been briefed in accordance with the FIFRA Information Security Manual. ]
Signature of FIFRA Security Officer or DCO Date

k. - Division Director or Contractor Project Manager who is approving access: =~ - . j
Name (Pring) Signature
Office Affiliation/Contractor Name Date

Instructions on Back

EXHIBIT 1



Instruction for Completing the FIFRA Agreement

1. Person applying for access 1o FIFRA sensitive information should complete Section 1. (Contractor
staff should use employee’s ID Number if not assigned an EPA Badge/ID Number.) - PRINT.

2. The employee will READ the Agreement carefully. Sign and date Section 2 acknowledging f ull
understanding of the stated procedures.

3. FIFRA Security Officer or DCO shall BRIEF the employee and after he/she has briefed the employee sign
and dateSection 3 of the Agreement.

4. Division Director or Contractor Project Manager, who is requesting that the employee be granted access to
FIFRA sensitive information, should complete Section 4 and return to the FIFRA Security Officer or DCO.
(All agreements for contractor staff should be sent to the appropriate EPA Project Officer.)

This FIFRA Agreement should be forwarded to the Information Services Branch, OPP (TS-757C) by the 25th of the
month 1o be incorporated in the next published FIFRA Access List.

Date of Refresher Briefings

For ISB/OPP Use Only



CONFIDENTIALITY AGREEMENT FOR TERMINATION/TRANSFER

Inaccordance withmy official duties, I have had access to Confidential Business Information under
the Federal Insecticide, Fungicide and Rodenticide Act, as amended (FIFRA, 7 US.C. 135 et seq). I
understand that FIFRA CBI may not be disclosed except as authorized by FIFRA or Agency regulations.

I certify that I have returned all copies of any FIFRA CBI or provided a chain of custody of such

information to the appropriate Document Control Officer as specified in the procedures of the FIFRA
Information Security Manual.

I agree that I will not remove any copies of FIFRA CBI from the premises of my work site upon my

termination or transfer. I further agree that I will not disclose any FIFRA CBI to any person after my
termination or transfer.

I understand that as a employee who has had access to CBI, under FIFRA Section 1 0(f) I am liable
Jor apossible fine of up to $10,000 and/or imprisonment for up to one (1) year or both, if I willfully disclose
FIFRA CBI to any person not authorized. Additionally, I understand that according to Section 14(b)(3),
FIFRA provides for a penalty of up to $10,000 and up to three(3) years imprisonment for disclosure of
Jormula (manufacturing process, quality control processes and production data) with intent to defraud.

If1 am still employed (transferred) I also understand that I may be subject to dtsczplmary action for
violation of this agreement.

Iamaware that 1 may be subject to criminal penalties under 18 U.S.C. 1001 ifI have willingly made
any false statements or if I willfully concealed any material fact.

Signature - ..

Full Name (Print) - - Badge/ID Number

Office Affiliation/Contractor Nam “Contract Number, if applicable iy

E_ignature of FIFRA Security Officer or DCO

Instructions on back

EXHIBIT 2



Employee

3.

Instructions for Completing the Form

Please provide a copy of this form to those individuals who are terminating or transferring
Jrom your organization and no longer need access to FIFRA sensitive information.

Ensure that the employee has returned gl FIFRA CBI assigned to him/her or provided a
chain of custody. Check with the Informatian Service Branch, OPP to see what sensitive
information the employee has signed for from the Document Center, OPP.

Please complete the front of this form and return it to your DCO along with all CBI or a
documented chain of custody of any CBI not returned.

FIFRA Security Officer or DCO -

4.

3.

Brief the employee on the statements on front of this form.

Forward original signed copy to the FIFRA Security Officer (TS-757C).



AFFIRMATION OF NON-M ULTINA TIONAL STATUS

This affirmation is required by the EPA interim procedures to implement Section 1 0(g) of the Federal
Insecticide, Fungicide, and Rodenticide Act. Section 10(g) is reproduced on the reverse side for your refer-
ence. :

E istribution of pestmdes in
and I am not an employee or agent

(3) I wdl no purposefully de iver the
entzty or lo any of xts employees oragents, -

US.C. 1001 U'I have made any
statement of matenal facts lmowmg that such statement is jalse or {f I willfully conceal an y material fact.

Orgamzatzon =

~ If you are requestin,

i e else, you must give the name of your chent and
your client's organization;: o

RETURN THIS FORM TO

‘Freedom of Information (A-101), Office of Pesticide Programs, U.S. Environmental Protection Agency,
Washington, D.C. 20460

For office use only:

RIN ' _____'Date mailed Caseworker

(10/84)
EXHIBIT 3



The Federal Insecticide, Fsnglicide, and Rodenticide Act
as Amended

Public Law 92516 October 21, 1972 as amended by
Public Law 94-140 November 28, 1978
and Public Law 95-396 September 30, 1978

TUC DD

*SEC. 18. PROTECTION OF TRADE SECRETS AND OTHER INFOR.
MATION.

*g) Disclasure to Foreign and Muliinational Pesticide Producers.—

*(1) The Administrator shall not knowingly disclose information
submitted by an applicant or regisirant under this Act 1o any employse
7 agent of any business or olher entity engaged in the production, sale,
ot disiribution of pesticides in countries other (han the United Siates or
in addition to the United States or 10 any other person who intends w0
deliver such data to such foreign or multinational business ov
unless the applicant or registrant has consented to such disclosure. The .
Administraior shall require an affirmation from any person who intends
1o inspect data that such person does not seek access 10 the data for pus-
poses of delivering it or offering it for sale to any such business o1 enthy

.©f its agents or employees and will not purposefully deliver or negligens-

fy cause the data 1o be delivered 10 such business or entity ot fts agents
o1 employees. Notwithstanding any other provision of this sudsection,
the Adminisiraior may disclose information 10 any person in connection:
with a public proceeding under law or regulation, subject to resirictions
on 1he availability of information contained elsewhere in this Act, which
information is relevant 1o the deiermination by the Adminisirator whth
sespect 10 whether @ pesticide, or any ingredient of a pesticide, causes
unreasonable adverse effects on bealih or the environment.

*%(2) The Administrator shall maintain records of the names of per-
sons 10 whom data are disclosed under this subsection and the persoas
or organizstions they sepresent and shall inform the applicant e
regisirant of the names and sffiliation of such persons.

*(3) Section 1001 of title 18 of the United States Code shall apply to
any sffirmation made under paragraph (1) of this sudsection.
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Disclosure of Reviews of Pesticide
Test Data

AGENCY: Environmental Protection
Agency (EPA).
- ACTION: Notics.

SUMMARY: EPA is notifying Interested
persons of the issuance of a class
determination concerning the disclosure
of certain EPA-prepared review of da‘a
submitted under the Federal Insecticide,
Fungicide, and Rodenticide Act (FIFRA).
The class determination concludes that
cerfain of those reviev:s are not entitled
to confidential treatment EPA also s
notifying interested persons that EPA
will disclose such seviews to the extent
permitted by the class determination.
The class determination is reproduced
in this notice. In brief, it states that if a
review {or portion thereof) (1) was
prepared by EPA or its contractor, (2)
concerns dala or information pertaining
fo a test or experiment on a registered or
previously registered pesticide or any of
itz ingredients, impurities, or ‘
degradation products, (3) contains no
olher business information, (4) contains
no information which is described by
FIFRA section 10{d}(1) (A). (B), or {C) or
section 30{d)(2). and (5) does no! contain
8 complete or essentially complete _
unpublished report, it may be disclosed
to any member of thé public, without
* segard to FIFRA section 10{g). 85P-2192,
DATE: EPA will commence making the
reviews available to the publicon
January 13, 1980 unless the EPA Office
of Ceneral Counse} has first been
notified on the commencement by an
aflected business of an action in Federal
coutl to oblain judicial review of the
determination or 1o obfain a declaratory
judginent under section 10{(c) of FIFRA
and to obtain preliminary injunctive
relief against disclosure. ’
_Aooaess: A nolice of commencement of
Titigation should be submitted in writing
fo: Jane Roemer, Office of Ceneral
Counsel (LE-132G), Environmental
Protection Agency. 401 M Strect SW.,
Washington, D.C. 20480 (202~382-5400).
FOR FURTHER INFORMATION CONTACT:

By mafl: William Grosse, Program
Management and Support Division
(TS-757C). Office of Pesticide
Programa, Environmental Protection

. Agency. 401 M Street W,

Washington, D.C. 20490, .
Office location snd telephone pumber:
Room 222, CM # 2, 1621 Jefferson

Davis Highway, Arlington, VA (703~
557-2813).
SUPPLEMENTARY INFORMATION: On
Seplember 24, 1835, EPA's Oifice of
General Counsel issued the following
class detesmination:

Disclosure of Reviews of Pesticide Test
Dats Submliited by Applicants and
Registrants .

{Class Determination 3+85) .

Background

A Doto

EPA's Office of Pesticide Programs
(OPP), othar EPA offices, and EPA
contractors prepare reviews of data
received under the Federa! Insecticide,
Fungicide, ard Rodenrticide Act (FIFRA),
7 U.S.C. 138 et seq. This class
determinalion, made under 40 CFR 2207,
concerns the extent to which certain of
these reviews may be disclosed publicly
by EPA and the procedures that EPA
may use 1o make disclosures.

Businesses which are applying for
registration of pesticide products or for
experimental use permits or emergency
exemptions, or which hold registrations,
submit test data to OP? for the purpose
of satisfying requirements of FITRA.
{Some such data are submitted for the
additional purpose of satisfying
requirements imposed under the Federal
Food, Drug, snd Cosmetic Act, 21 US.C.
321 et seq.: EPA's regulations, 40 CFR
2.307(b), require such data to be treated
as dats submitted under FIFRA.)

EPA may not withhold information
from disclosure for reasons of business
confidentiality if a statute specifically
requires disclosure of the information.
To the extent informetion submitted
undar FIFRA concerns any icst or
experiment on a registered (or
previously registered) pesticide or ll?
ot its Ingredients FIFRA sections 10{d)
and 10(g) largcly govern the extent to
which tic irnformation may be disclosed
o members of the public. FIFRA section
10{d)(1) [7 U.S.C. 136h(d)(1)] states:

Al information concerning the objectives,
methodology. results, or significance of any
tes! or experiment perforined on or with s
registsred or previously registered pesticide
or its separate Ingredients, impurities, or

. degradation gt 'ucla. and any information
ee

concemning the effects of such pesticide In the
environment, including. but not limited to,
data on safety 1 fish and wildlife, humans

and other mammals. plants. animals. and soll,
ond studics ob persistence, translocation and
fate in the environment, snd metabolism,
shall be svailsble for disclosure to the public
Provided, That the use of such data for any
registration purpose shall be governed by
section 3 of this sct [? U.S.C. 136a); Provided
further, Thet this paragraph does not .
::ﬂmhe the disclosurs of any information
1

{A) discloses manufacturing or quality
control processes,

(B) discloses the detalls of any metheds for
testing. delecting. or messuring the quality of
any deliberately added inert ingredient of @
pesticide, o

(C) discloses the identity or percentage
quantily of any deliberstsly added inert

edient of a pesticide, unless the
Administrator bas first determined that
disclosure Is necessary to protect against an
untessonsble risk of injury to health or the
environment.

Section 10{d)(2) provides that
informeton concerning the production,
distribution, sale; or inventories of a
pesticide may be entitled to conlidential
trestment.

Therefore, if the data {n question
concern {ests or experimentsona
registered or previously registered
pesticide product or any ingredient,
impurity, or degradation product of a
registered o;greviously registered
pesticide product, FIFRA section 10{d)
and 40 CFR 2.203 provide that those
dats are disclosable fo most members of
the public subject to section 10(g).
However, those portions of the data
described by pasagraph (A). (B). or (C)
of section 10{d)(1}, or described by
section 10{d){2}). may be entitled to
protection from disclosure as
confidential business information.

Despite the provisions of section
10{d), FIFRA section 10{g) limits EPA's
right to disclose to some persons data
which are otherwise disclosable under
section 10{d). Seclion 10{g) [7 U.S.C.
136h({g)] states in pertinent part: -

*The Administralor shall not
knowingly disclose informstion
submitied by an applicsnt or registrant
under this Azt to any employee or agent
of any business or other entity engaged
in the production, sale, or distribution of
pesticides in countries other than the
United States or in addition to the
Unaited States or to any other person
who intends to deliver such data to such
foreign or multinational business or
.entity unless the spplicent or registrant
has consenled to such disclosure.”

B. Reviews of Dote

EPA employces and EPA contractors
prepare reviews of th:e data described in
paragraph A for use by EPA in making
or explaining various decisions under
FIFRA. In some cascs, the review

EXHIBIT 4
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concerns » particular study. In other
cuses, dats from & number of studies
{which may have been submitted by
dilferent businesses) are reviewed. and
conclusions are drawn from the
cumbined data. .

EPA reccives many requests for
disclosure of these reviews of data. EPA
also desires to clarify the exient to
which it may disclose such reviews for
fts own purposes. In a memorandum to
the Office of Gencral Counsel dated
May 28, 1985, OPP stated:

“We have an imperative need to freely
disclose our evaluations of registrant-
submitted data and present our
conclusions and the reasons for our
decisions. We wish to explain our
decisions by sharing data reviews freely
with all intercsted parties.”™ .

OFP recommended that these reviews
of pesticide data be treated as
disclosable to any person, without
regard 1o sectlion 10(g). if the reviews (1)
concern data that would be disclosable.
under FIFRA section 19{d) (1), and {2)
have been carelully scrutinized by OPP
to ensure that they contain no data
entitled to confidential treatment under
FIFRA section 10(d)(1) (A). (B). or {C).
OPP {urther suggested that it would be
proper to disclose such reviews without
case-by-case prior notification to the

\submitter{s) of the item(s) of data which
are the subject of the reviews. if s one-
time notice were provided. Finally, OPP
requested that the Office of General
Counse!} consider issuing a class
determination concerning these matters.

Findings .

Under 40 CFR 2.207 | have authority to
issue class determinations concerning
entitlement of business inforsnation to
confidential treatment. In the case of
pesticide dsta reviews, | find that:

(1) EPA possesses (and will continue
to gencrale) o large number of reviews,
prepared by EPA employecs or by EPA
contraclors, of da‘a submitted under
IRFRA by registrants applicants for
tegistration, applicants for experimental
use permits, and applicants for
emergency exemptions. )

(2) To the extent that the reviews
concern submissions {or portions
thereof) which are themselves
disclosable under FIFRA section 10{d),
then disclosure of the reviews is
mandatory. Reviews are disclosable
without regard to FIFRA seclion 10{g). _

rovided tgal the reviews do not set "

orth essentially complete reports of the
data or information submitted to the
Agency. Reviews of data concerning
submissions which are themselves
disclosable under FIFRA section 10{d)

thereflore may properly be trested as a
class. ’

{3] A class determinstion will serve
the useful purpose of establishing the

' procedures and restrictions thet will

“apply to the disclosure of pesticide dala
reviews, thercby allowing OPP (o better
conduct its future sctivities.

The Office of Gencral Counsel has not
been asked to decide, and these findings
do not uddress, whether the underlying
data on which the reviews are based
may be the subject of a class
determination. The conclusions reached
in this determination with respect 1o
disclosure of pesticide data reviews
therefore do not control the
disclosability of the underlying data. -

Determinations .

I have determined that pesticide data
reviews will be treated as follows:

L The information covered by this
class deter:nination consists of each
review, whether now existing or
prepared at a future data:

(A} which was prepared by EPA

ersonne! or prepared under an EPA-

nded contract; and. .

« {(B) which, to the exient it contains or
refers to any unpublished “business
information” (as defined in 40 CFR
2.201(c)). contains or refers only to data
ot information concerning the
objectives, methodology, results, or -
significance of ary test or experiment
performed on or with a registered or
previously registered pesticide product
or any of its separate ingredients,
impurities, or de;rqution products, or
concerning the effects of any such
substance on any organism or the
behavior of any substance in the
environment; and

(C) which does not contain {or from
which has been deleted) any
information the disclosure of which
would disclose: - T

{1) manufacturing or quality control
processes; or :

(2) the details of any methods for
testing, detecting, or measuring the
quantity of any deliberately added inert
ingredient of a pesticide product; or

(3) the identity or percentage quantity
of any deliberately added inert
ir.,gredient of a pesticide product; or

(4) unpublished information .
concerning the production, distribution,
sale, or inventories of & pesticide (such
fnformation might appear in reviews
which discuss the amount of a pesticide
sold or used in a given time, and thus
might concern the “significance™ of data
from a test or experiment); and

(D]} which does not contain or consist
of any complete unpublished report
submitted to EPA by an “affected .

business™ {see delinition at 40 CFR
2.201(d)): and

(E) which does not contain or consist
of excerpts or restatements cf any such
report which reveal the full methodology
and complete results of the study, test,
ot experiment, and !l explanatory
information necessary o understand the
methodology or interpret the results.

I1. The information covered by this
determination {s not entitled to
confidential treatment, because it
consists entirely of information required
by statute (FIFRA section 10{d)) to be
disclosed.

111. The information covered by this
determination is not subject to FIFRA
section 10(g). and thus may be disclosed
1o any person. Section 10{g) is intended
1o prevent a person from obtaining,
under FIFRA, data gencrated at another
person's expente and then using the
data to obtain the approval of snother
counUy’s government to manufacture,
sell, or use pesticides in that country,
See. e.g.. Congressional Record, October
31,1977, page H 11854 (dally ed.)
(remarks of Congressman Fithian):
‘{Under new section 10(g)}. foreign
compelitors or multinational
corporations could not legally obtain
research dats, paid for by others, and
utilize it for registration abroad—whers
compensation would not have to ba
paid.’ Ditclosure of EPA reviews of data
(provided that they are truly reviews,
and not essentially complete reports)
will not be useful in obtaining approvals
by governments of other countries. To
tke extent that such @ country requires
dala to evaluste the request. it is
unlikely to be satisfied with & review of
data conducted by EPA; to the extent
that such a country {s willing to sccept
an EPA review in lieu of data, it is just
as likel¥ to accept other readily
svailable information indicating EPA's
position, such as evidence that EPA has
registered the product. It should also be
noted that EPA has for years published
many quite comprehensive reviews of
fnformstion submitted under FIFRA in
various formats (e.g.. registration
standard science chapters, proposed
and final regulations setting tolerances
for pesticide residues on food, special
review notices) without objection from
data submitiers that such publication
violstes FIFRA section 10(g).

IV. If OPP concludes that a review
cleerly fs covered by this determination,
OPP need not follow the procedures set
forth in 40 CFR 2.204(c). (d)(1). and (e}
which provide affected businesses an
opportunity to assert and attempt to
substantiate a business confidentiality
claim prior to EPA’s finul confidentiality
determination). In mos! cases, OPP will
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be able 1o determine readily whether a
review is described by paragrsphs L (A)
and (B) above. With regard to
paragraphs L (C). (D}. end (E) above. in
most cases it also should be apparent
from the face of the review whether its
disclosure would reveal information
described by FIFRA section 10(d){1) (A).
(B). or (C) or 10{d){2), and il so, what
pre-disclosure deletions would be

* necessary. However, In any case where
OPP has doubt on either score, the
procedure set forth in 40 CFR 2204(d)(1)
and (;Lmusl be followed.

V. The pre-disclosure notice
requirements in FIFRA section 10{c) and
40 CFR 2.204{d)(2). 2.205 {f). and 2.307 (d)
and (e) may be satisfied, insofar as
information covered by this
determination is concemned, by: -

(A) Furnishing lo esch current
registrant of a pesticide product, each
current applicant for registration, and
each other data submitter whose
fdentity is now known to EPA a copy of
this detennination and a notice of the
Agency's intent to disclose sand and all
infonnation covered by this -
dete:mination, in the form required b
$§ 2.205(f) and 2.307, by certilied ma}
return receipt requested, or by personal
delivery: - .

{(B) Publishing a copy of this
determination and a copy of a notice of
intent to disclose the information
covered by this determination in the
Federa) Registor. and

{C) Continuing the current practice of
requiring each person (other than e
government agency) who applies for an
_experimental use permit or a registration
to first obtain a company number, and
furnishing to each person who applies
for assignment of a company number:

(1) A copy of this dctermination; and

{2) A nolice stating that disclosure of
any review which EPA may prepare of
any data submiited by the person under
FIFRA will be governed by this
determination, and that EPA will furnish
no further notice prior fo disclosure of
such information.

The Class Determination was signed
by Lee A. DeHihns, UL Associste
General Counsel, CGrants, Coniracts, and
Ceneral Law Division.

Final Determination and Notice That
Infonnation Will Be Disclosed

In view of Class Determination 85-3,
the information covered by that class
determination clearly Is not entitled to
confidential treatment, within the
meaning of 40 CFR 2.204{d)(2).
Accordingly. 1 sm hereby notifying all
ofTected businesses that: :

(1) For the reasons stated in Class.

Determination 85-3, EPA will disclose to

any niember of the pubdlic any and sll

" reviews covered by the class

determinstion without further notice to
affected businesses.

{2) Disclosure of reviews covered by
Class Determination 85-3 and
concerning data or information
submitted by an affected business may
commence on January 13, 1088, unless
before that date the EPA Office of
General Counsel has been notified by
that affected business of the business's
commencement of any actionin e
Federal court to obtain judicial review
of the determination or to obtain s
declaratory judgment under section
10(c) of FIFRA and to oblain preliminary
injunctive relief against disclcsure (see
40 CFR 2.205(f) and 2.307(e)).

(3) 1 such litigation s timely
commenced by the affected business,
EPA may nonetheless make the
information available to the public (in
the absence of an order by the court to
the contrary), once the court has denfed
& motion for a preliminary injunction in
the ection or has otherwise upheld the
EPA Celermination, or whenever it
appears to the EPA Office cf General
Counsel, after reasonable notice to the
business, that th2 business is no: taki
appropriate measures to obtain a speedy
resolution of the action (see 4C CFR
2.205(f) and 2.307(e)).

This notice constitutes final agency
ection cor.zerning cny and all business
confidentiality claims that may have
been or could have been made, or that
may be made in the future, with regard
to any information covered by Class
Determination 85-3. This final agency
action may be subject to judical review
under Chapter 7 of Title 8§, United States
Code, under FIFRA section 10{c). or
other law. »

Dated November 16, 1988,

Steven Schatzow,

Director, Office of Pesticide Programs

{FR Doc. 85-38157 Niled 11-26-85; 8:45 am)
SULING CODE §560-00-00 A



CONTRACTOR FIFRA SECURITY CERTIFICATION

STEP 1 - by FIFRA Security Officer

I have reviewed the Security Plan submitted

FIFRA Security Officer /s,

STEP 2 - by Contractor

(Contractor Name)

hereby certiﬁes to the FlF’RA Security Ofﬁcer that we have implemented our
“security plan as submitted and approved above, and that we are prepared

in all respects to assume full responsibility for the security of all FIFRA sensitive
information that ts transferred to us under this contract. Y

Contractor Project Manager /s/ 7 Date

Return this certification to: US Environmental Protection Agency
' FIFRA Security Officer (TS-757C)
Office of Pesticide Programs
401 M Street, S.W.
Washington, DC 20460

STEP 3 - by Project Officer

EPA Project Officer /s/

EXHIBIT §



FIFRA CBI Contract Access Clauses

Screening Business Information For Claims Of Confidentiality
(EPAAR 1552.235-70 (APR 1984)

(@) Whenever collecting information under this contract, the Contractor agrees to comply with the
following requirements:

(1) If the Contractorollects information from public sources, such as books, reports, journals,
periodicals, public records, or other sources that are available to the public without restriction, the
Contractorshall submit a list ofhese sources to the appropriptegram office athe time the
information is initially submitted t&PA. The Contractor shall identify the information according

to source.

(2) If the Catractor collectsnformation from a State or local Government or frofRealeral
agency, the Contractor shall submit a list of these sources to the appropriate program office at the
time the information is initially submitted ®PA. The Contractoshall identifythe information
according to source.

(3) If the Contractor collects information directly from a business or from a source that represents
a business or businesses such as a trade association

(i) Before asking for the information, the Contractor shall identify itself, explain that it is performing
contractual work for the Environmental Protection Agency, identify the information that it is seeking
to collect, explain what will be done with the information, and give the following notice

(A) You may, if you desire, assert a business confidential&gym coveringpart orall of the
information. If you do assert a claim, the information will be disclosed by EPA only to the extent,
and by means of the procedures, set forth in 40 CFR Part 2, Subpart B.

(B) If no suchclaim ismade at the time this information is received by the Con- tractor, it maybe
made available to the public by the Environmental Protection Agency without further notice to you

(C) The Contractor shall, in accordance with FAR Part 9, execute a written agree- ment regarding
the limitations of the use diits information and forward a copy of the Agreement to the Contracting
Officer.

(i Upon receiving the information, the Contractor shall make a written notation that the notice set
out above wagiven tothe source, by whom, in what form, and on what date.

EXHIBIT 6



(i) At the time the Contractor initially submits the information to the ap- propriate program office,
the Contractortgall submit a list of these sources, identify the information according to source, and
indicate whether the source made any con- fidentiality claim and the nature and extent of the claim.

(b) The Contractoshall keepall information collected from nonpublic sources confidential in
accordancewith the clause inthis contract entitled "Treatment ofonfidential Business
Information” as if it had been furnished to the Contractor by EPA

(c) The Contractor agrees to obtain the written consent of the Contracting Officer, after a written
determination by the approprigbeogram office, prior to entering inemy subcontract that will
require the subcontractor to collanformation. TheContractor agrees to includkis clause,
including this paragraph (c), and the clause entitled "TreatmenCaonfidential Business
Information" inall subcontracts awarded pursuanthis contract that require the subcontractor
collect information.

Treatment Of Confidential Business Information
(EPAAR 1552.235-71) (APR 1984)

(a) The Contracting Officer, after a written determination by the appropriate program office, may
disclose confidential business information to the Contractor necessary to carry out the work required
under thiscontract.The Contractor agrees to usee confidential information only under the
following conditions

(1) The Contractor and Contractor's Employees shall: (i) use the confidential information only for
the purposes of carrying out the work required by the contract; (ii) not disclose the information to
anyone t¢her than EPAemployees withouthe prior written approval ofhe AssistantGeneral
Counsel for Contracts and Informa- tion Law; and (iii) return to the Contracting Officer all copies
of the information, and any alstts or excerpts therefrom, upon request by the Contracting Officer,
whenever the information is no longer required by the Contractor for the perform- ance of the work
required by the contract, or upon completion of the contract.

(2) The Contractor shall obtain a written ageement to honor the above limitations from each of the
Contractor's employees whall have access to theformation beforehe employee is allowed
access.

(3) The Contractor agrees that these contract conditions included for the benefit of, and shall be
enforceable by, both EPA and any affectdalisiness having a prgrietary interest in the
information.

(4) The Contractor shall not use any confidential information supplied by EPA or obtained during
performance hereunder to compete with any business to which the confidential information relates.

(b) The Contractor agrees to obtain the written consent of the Contracting Offi- cer, after a written
determination by the approprigbeogram office, prior to entering inemy subcontract that will
involve the disclosure of confidential business information by the Contractor to the subcontractor.



The Contractor agrees to inclutl@s clausencluding thisparagraph (b), irall subcontracts
awarded, pursuant to this contract, that require the furnishing of confidential business information
to the subcontractor.

Data Security-FIFRA And/Or TSCA Confidential Business Information
(EPAAR 1552.235-72) (APR 1984)

The Contractoshallhandle Federal Insecticide, Fungicided Rodenticide Act (FIFRA) and/or
Toxic Substances Contréict (TSCA) confidential business informa- tion in accordance with the
contract clause entitled "Treatment of Confidential Business Information” and "Screening Business
Information forClaims of Confi-dentiality; the provisionsset forth below, anthe Contractor's
approved detailed security plan.

(a) The Contracting Officer, after a written determination by the appropriate program office, may
disclose confidential business information to the Contractor necessary to carry out the work required
under this contract. The Contractorshall protect theconfidential business information and
confidential business information used in its computer operations in accordance with the following
requirements.

(1) The Contractor andddtractor's employees shall follow the security proce- dures set forth in the
Contractor's security plan(s) approved by EPA

(2) The Contractor shall, upon request by the Contracting Officer, permit access to and inspection
of the Contractor'$acilities in use under thisontract by represen- tatives of EPAssistant
Administrator for Administratiorand Resources Manage- ment, EPA's Program Management
Support Division othe Office of Pesticide Pro- grams, EPA's Management Support Division of the
Office of Toxic Substances, EPA's Management Informafigstem Division or byhe Project
Officer.

(3) The Contractor Document Gonl Officer (DCO) shall obtain a signed copy of the FIFRA/TSCA
"Contractor Employee @didentiality Access Agreement” from each of the Contractor's employees
who will have access to the information before the employee is allowed access.

(b) The Contractor agrees that these requirements concerning protection of confi- dential business
information are included for the benefit of, and shall be enforce- able by, both EPA and any affected
business having a proprietary interest in the information.

(c) The Contractor understantsat confidential business information obtained BRA under

FIFRA and/orTSCA may not bedisclosedexcept as authorized by the Act(s), ahdt any
unauthorized disclosure by the Contractor or the Contractor's employees may subject the Contractor
and the Contractorsmployees tahe crimi- nal penalties specified in FIFRA [@.S.C.136h(f)]

and/or TSCA [15 U.S.C. 2613(d)].

For purposes of this contract, the only disclosures that EPA authorizes the Contractor to make are
those disclosures set forth in the clause entitled "Treatment of Confiden- tial Business Information."



(d) The Comtactor agees to include the provisions of this clause, including this paragraph (d), in all
subcontracts awarded pursuant to this contract that require the furnishing of confidential business
information to the subcontractor.

(e) The Contractor shall return all logs and employee confidentiality agreements to EPA at the end
of the contract.

() If, subsequent to the date of this contract, the Government changes the secu- rity requirements,
the Contracting Officeshall equitably adjust affected provisions of this contract in accordance with
the "Changes" clause when:

(1) The Contractor submits a timely written request for an equitable adjustment; and

(2) The facts warrant an equitable adjustment.



DOCUMENT CONTROL OFFICERS & ASSISTANTS

Immediate Office of the Administrator (A). . . . . .

AA for Enforcement and Compliance Monitoring (OECM)

‘Associate Enforcement Counsel (AEC)
Special Litigation Divisfon (SLD)

Office of General Counsel (GC) . « « « ¢ ¢ o ¢ o &

Office of the Inspector General (1G) . . . . . . .
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Industrial Technology Division (1TD)
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.
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Enforcement Division (ED)

AA for Solid Waste & Emergency Response (SWER) . .
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0ffice of Policy Planning & Information (PMS).
Office of Emergency & Remedial Response (ERR)
Office of Waste Programs Enforcement (WPE) . .

AA for Pesticides & Toxfc Substances (OPTS).
Office of Compliance Monitoring (OCM).
Office of Pesticide Programs (OPP)

Benefits & Use Division (BUD)

. Hazard Evaluation /Division (HED)

‘Toxicology Branch . . . . .

Ecological Effects Branch . .

Exposure Assessment Branch.
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(DCA)
(DCA)
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(DCA)

. Djuna E. King .
. Judith Troast .

. James Lund. . .

. Lynne G. Tudor.

Carolyn Young . .

Brenda K. Bray. .

475-8690

382-4115

Shirley K. Loftin 382-4115

Joe Montgomery.

Bruce Mintz. . .
Amal Mahfouz . .

. Dina Villari., . .

. Estelle Bulka . .

Creavery Lloyd.
Richard Kratofil
Anne Lindsay. .
Tom Burkhalter

Robert Maxey. .
Don Eckerman. .
Roger Holtorf .

Rachelle Kudrik .
Mill{e Lassman. .
Carletta Mitchell

. Allen Vaughn. . .

. Marvin Hawkins.

Emil Regelman . .

. 382-4870

. 475-8793
. 382-5905

. 382-7811
. 382-5894

.475-9569
.475-9568

382-4676
382-4670
475-6720
382-2902
382-7835

557-7102
557-2329

A-109
A-109

A-106

A-104
A-104

WH-586

WH-586

WH-550
WH-550

WH-562
WH-563
WH-527
15-788
EN-342

T5-766(
TS-768(

FTS-494-1225

567-7356
557-7335

557-0465
557-1004
557-7351
557-1737
557-1984

. 557-7324

EXHIBIT 7

TS-768(
TS-768(

TS-769(
TS-769¢(
TS-769(
TS-769(
TS-769(
TS-769(



DOCUMENT CONTROL OFFICERS, Cont'd

Program Management & Support Division (PMSD)

(DCA) .

(DCA)

(DCA) .

(DCA)
(DCA)

Registration Division (RD) . . . . . . (DCA)
. * L] L] L] L] » (DCA)

e« « .« . . (DCA) .

. Emory Eldredge . .557-3240
'BeWanda Alexander.557-4459
. Evelyn Alston . .557-3240
Cliff Fields . . .382-7691
. Laverne Jones. . .557-3240

. Frances Mann . . .557-3262

. « Owen Beeder . . .557-7893

. « Yvonne Brown. . .557-1900
. Marfanne Clark., .557-3965

« e+« .+ . (DCA) . . Martha Delaney. .557-3663
« « o« . (DCA) . . Joe Diggs . . . .557-3106
« « « o« o (DCA) . . Arvella Farmer. .557-7402
« « + +« .+ . (DCA) . . Bipin Gandhi. . .557-1758
...... (DCA) Josie Hol1ingsworth.557-1800

« o+« .+« o (DCA) .

e« « « « .+ . (DCA)

« o« o« o+ . (DCA) .
.. . . (DCA) .

e e ... (DCA)
e « « « o .« (DCA)

o e e e e (DCA) .

. Doris Jackson . .557-1700
. . Grace Kafser. . .557-2600
. Joann King. . . .557-1806
. Patricia Quarles.557-2690
. Richard Mountfort.557-1830
. « Dana Pilitt . . .557-2400
. Ruby Whiters. . .557-2557

Office of Toxic Substances (OTS). . « « v v o ¢ & &

Information Management Division (IMD). . . . .

Economics & Technology Division (ETD)
Chemical Control Division (CCD)

Existing Chemical Assessment Division (ECAD)
Exposure Evaluation Division (EED)

Health & Environmental Review Division (HERD)

AA for Research & Development (RD) . e e e
Office of Exploratory Research (ER)

Office of Health & Environmental Assessment (HEA). Marfe Pfaff .

.Anthony Cheatham .382-3532

. «Linda A. Goodman .382-3679

L] .

Environmental Criteria & Assessment Office (ECA)
. Robert Carr . . .(8) 684-7967

(Lab - Cincinnati, OH) . . . « . . « «
(DCA).
0ffice of Health Research (OHR). . . . . . . . .
- 0ffice of Environmental Processes &
Effects Research (EPE) . . . . . . . . .
O0ffice of Environmental Engineering &
Technology (EET) . « v ¢ ¢ ¢ ¢ ¢ o o o &

. Flora Scarpino. .

T1S-78
TS-75
TS8-75
TS-75
TS-75
158-75

18-76°
75-76.
TS-76°
TS-76.
TS-76.
TS-76€.
TS-76.
1S-76°
7S-76°
TS-76°
TS-76:
TS-76.
Ts-76.
1S-76.
TS-76°

- TS-79(

TS-77¢

. 0382’7345 RD"689

Hazardous Waste Engineering Research Lab (HWER) Sandra L. Paolucci.(8) 684-7418

Water Engineering Research Laboratory (NERL).
National Enforcement Investigations Center (NEIC) .

REQ"OHIIII(R3)....,...............
REQ'[OFIV(RS)...........'.........

- L) * . L] L] L L] L . e L] L L L]

. Kaye Mathews. . .(8) 776-6241

. Gordan E. Moore 8-597-9868 N/A

. Anthony R. Carlson

. +(DCA). Judith L. Rudman

U.S. Government Accounting Offjce (GAO). « « « « « « » J. Kevin Donohue.382-4326 N/A



| SAMPLE FORM ]

Pease read instructions on the reverss before compisting this form.

&EPA  FIFRA Sensitive Information Transmittal
Name ] &ag.ﬁbm Date
[ Ottice /Division Yeiaphone Number ‘ Mail Code
Description of Data
Document identifer et
‘B’mﬂm
Tioe ol Wi Paper Copy Fte Fioppy Diskens [
Reciplent

Badge;/iD Number ’ [+~

 Offics/ ivieion : " Telaphone Number Mall Code

i ) i ible for i3 sateguart ang will mtum

i the FIFRA Sensitive Information identified above. | understand that | am responsid .

:‘:3('." O'g .D:ec::::: c:m.. for disposal or provide & d.’oeluf;nnlodd ohain of ::'no:dy;'hn;q&ovzn?ﬂ '1"0‘?0 u'u u;o:::‘:m';n: ’:1 '::‘.m
ici icide, and Rodenticice Act Secutity Manual. | a!so understand v o [ p

:p..!:ugﬂ%..og :e:dc./dor-iv:priwnmom for up to one yesas, or both, N | wilfully disclose FIFRA Sensitive h«armag_on :. unauthorized persons. |

furthet understand that any false of misleading statement made on this form may be punishable under appli

[Sonature

EPA Form 8500-2¢ (2-88)

FRONT

Instructions
Sender

¢ Provide the title or a brief description of the document.
o Indicate the type of media. ‘

custody). (See Security Manual, Section 5)
¢ Sender is responsible for obtaining the Recipient’s signed copy.
Recipient
BACK ) oComplcubonomoﬂom.mwdu
¢ Retain two copies: one for recipient and one for recipient’s DOO.
o Return original to sender for hisher DOO.
Copies:
mﬂ i’s:mnco(w-m

gtetn » Recipient's DCO
; lue - Sender's DCO (s /3
‘ Pink - Sender apo S

EPA Form 8500-24 (2-88) Reverse

o Provide your name, badge/ID number, office and division names, telephone number, and mail code.

o Fill in the document jdentification number that has been assigned to the document, accession, MRID, etc. (14
several documents are being transmitted, list on a separate sheet and s1aple appropriate number of copies to form.)

_® Keep two copies: one for sender and one for sender’s Document Control Offices (DCO) (Documented Chain of

EXHIBIT 8




FIFRA
CONFIDENTIAL BUSINESS INFORMATION
DOES NOT CONTAIN NATIONAL
SECURITY INFORMATION (E.O. 12356)

FIFRA
CONFIDENTIAL BUSINESS INFORMATION

FIFRA
CONFIDENTIAL BUSINESS INFORMATION
TO BE OPENED BY ADDRESSEE ONLY!

EXHIBIT 9



[Printed on Red Cover Stock]
FIFRA

CONFIDENTIAL BUSINESS INFORMATION
DOES NOT CONTAIN
NATIONAL SECURITY INFORMATION (EO 12356)

SOME INFORMATION IN THE ATTACHED MATERIAL MAY BE ENTITLED TO
TREATMENT AS TRADE SECRET OR PROPRIETARY DATA UNDER SECTION 7(d) AND
SECTION 10 THE FEDERAL INSECTICIDE, FUNGICIDE AND RODENTICIDE ACT (FIFRA)
AS AMENDED.

ANY PERSON HANDLING OR USING THE ATTACHED DATA IN ANY WAY IS
RESPONSIBLE FOR PREVENTINGUNAUTHORIZED DISCLOSURE WHILE IN HIS
POSSESSION. SECTION2(a)(2)(D)MAKES IT UNLAWFUL FOR ANY CONFIDENTIAL
INFORMATION (EXCEPT TO PERSONA NEEDING THE INFORMATION FOR THE
PERFORMANCE OF OFFICIAL DUTIES). A PENALTY OF UP TO $10,000 FINE AND UP TO
3 YEARS IMPRISONMENT MAY RESULT FROM CONVICTION OF A VIOLATION ON
SECTION 12(A)(2)(D).

SECTION 10(f)MAKES IT A CRIME FOREMPLOYEE TODISCLOSE CONFI- DENTIAL
INFORMATION EXCEPT AS AUTHORIZED BY SECTION 7 AND 10 OF FIFRA. A PENALTY
OF UP TO $10,000 FINEND UP TOONE YEAR IN JAIL MAY RESULT FROM CONVICTION
OF A VIOLATION OF SECTION 10(f).

THE ATTACHED INFORMATION IS NOT TO BE PUBLISHED, REPRO- DUCED, PUBLICLY
DISCUSSED, INCLUDED IN RESPONSE TO AN FOI RE- QUEST OR OTHERWISE RELEASED
WITHOUT THE EXPLICIT WRITTEN AUTHORIZATION OF THE APPROPRIATE DIVISION
DIRECTOR OR HIS DESIGNEE.

EXHIBIT 10
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